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Annomayus

B ocHOBe paboThI 3JEKTpOSIM3Epa JICKHUT MPOIYCKAHUE 3JCKTPHUYSCKOTO TOKA Yepe3 BOIHBIN pPacTBOp,
cojepKaIiii HOHHBIE (DOPMBI METAIIIIOB. DTOT CIIOKHBIN IMPOIECC IPUBOINT K OKHUCIICHHIO aTOMOB MeTala
Ha aHOJIe ¥ OJHOBPEMEHHOMY BOCCTaHOBJICHHIO aTOMOB TOTO JK€ METajlla Ha KaTrojae. DTO KOHTPOIUPYEMOe
3JIEKTPOXUMHUYECKOE B3aUMOJICUCTBHE MPHUBOIUT K pachaay KOMIIOHEHTOB PacTBOpa Ha WX AIIEMEHTAPHBIC
cocrapisitonue. [loTeHInanbHbIE BOZMOKHOCTH TIOJIY9€HHS METAIUIOB B BOJHBIX PAacTBOpaxX C MOMOIIBIO
AIEKTPOITU3EPOB PACIIPOCTPAHAIOTCS Ha MPOW3BOACTBO METAJUTMUECKUX MAaTEpHajoB, aKKyMYISTOPOB,
COJIHEYHBIX Oarapei W Jpyrue TEXHOJIOTUH. OJIEKTPOJHU3EPhl SBIISIOTCA IEPCICKTUBHOW 00J1aCThIO
WCCJICIOBAHUMN JIJIS TOJIyYCHUSI META/UIOB B BOJHBIX PacTBOpax, mpeyiaras 3(h(EeKTHBHOE HCIOJIb30BaHHUE
BO300HOBIIIEMBIX MCTOYHHKOB DHEPTUU M yYMEHBIICHHE BO3JCUCTBUS Ha OKPYKAIOIIyI0 cpeny. B maHHOM
CTaThe PACCMATPHUBACTCS MHOKECTBO CYIIECTBYIONINX TEXHOJIOTHH AIEKTPOIU3EPOB, MPEIHASHAUYCHHBIX IS
MOJIyUYEHUS] METAUIOB B PAcTBOpPE, W HUX KIOYEBas PoJib B COBPEMEHHOM JiaHAMA(Te MPOU3BOJICTBA
METAITMYECKAX MaTepHalioB. B cTaThe mpeacTaBieH 0030p TEKYIIETO COCTOSHHUS M OYIYyIINX MEPCIEeKTHB
anekTpopaduHUPOBaHMs CBHHIIA B KwWTae c akIeHToM Ha MeMOpaHHbIE W OWIIONApPHBIE TEXHOJOTHH.
Teopernyeckoe MOAECTUPOBAHKIE, UMUTAIIHS MIPOIIECCOB U YKOHOMUYECKUM aHan3 CTaTUCTUYSCKUN aHAU3,
aHaJM3 3aTpaT U BHIToJl V3yueHne Xoaa uccieoBaHui U MOTeHIIHAala IPUMEHEHHSI TEXHOJIOTHUH AJIEKTPOITN3a,
BKITtoUasi 3HEprod(h(HEeKTHBHOCTh U BO3MEHCTBIE Ha OKPYKAIOIIYI0 cpery. KpoMe Toro, nccieqoBarenbcKie
YCWJIMSL HaIlpaBJICHbl Ha pPa3paboTKy 3((EKTUBHBIX, SKOJOTMYSCKH YHCTBIX CHCTEM 3JICKTPOJIU3a,
HCIIOJIB3YIOIINX BO30OHOBISIEMbIE HMCTOYHHKH JHEPIHM, TaKWe KaK COJIHEUHAs WJIM BETPOBAas DHEPTHUS.
[loreHnnanbHBIE BO3MOXKHOCTH ~TIPUMEHEHHS TIIOJIYYCHHS METAJUIOB C  IOMOIIBI0  DJIEKTPOJIH3a
pacipoCTpaHsFOTCS Ha MPOU3BOICTBO METAUNIMYECKIX MATEPHAIIOB, aKKyMYJISITOPOB, COTHEUHBIX Oarapeil u
JIPYTUX TEXHOJOTHUH. DTO HMCCIENOBAaHWE MPOJMBAET CBET Ha moTeHIan BPM mis Gomee ycroitumBoro
Oymymiero.
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Abstract

With the rapid growth in the use of computer networks and the significant expansion of related applications,
cybersecurity issues are becoming increasingly relevant. This paper will provide an overview of solutions to
growing network security problems, followed by developing a tool for detecting and preventing cyber threats
by analyzing network traffic data from the Security Information and Event Management System (SIEM). Using
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various machine learning algorithms, including SVM, KNN, Decision Tree, Random Forest, Gaussian Naive
Bayes, XGBoost, and neural networks, the study provides accurate traffic classification and identifies potential
threats. The neural network increases the accuracy of detecting complex threat models. The study uniquely
combines a targeted application in the field of cybersecurity, a comprehensive comparison of models, and
practical implementation to obtain accurate data. The results demonstrated using histograms and tables show
the effectiveness of Random Forest and PCA Random Forest, emphasizing their accurate traffic classification.
Finally, the efficacy of diverse experiments conducted on cyber-security data sets featuring multiple cyber-
attack categories will be assessed. Additionally, the effectiveness of performance metrics such as precision,
recall, and accuracy will be evaluated. Applying a multi-level approach aligned with the latest trends in
machine learning in cybersecurity facilitates swift and precise threat analysis and response, consequently
elevating the system's overall effectiveness.

Keywords: cybersecurity, machine learning, machine learning algorithms, intrusion detection, artificial
intelligence, cyber-attack prediction.

Introduction

The escalating utilization of computer networks and the substantial proliferation of associated
applications have led to rapid growth, making network security concerns progressively pertinent.
Many systems have security weaknesses, which can lead to increased attacks with negative impact.
Thus, the exact vulnerabilities discovered this way first become an essential factor. This research will
be based on a developed and trained model using an SVM classifier to determine the correspondence
in a network packet.

The work is aimed at reviewing the classifiers of cyber threats and then creating a tool for detecting
and preventing cyber threats by analyzing network traffic based on data obtained from SIEM. The
study employs machine learning algorithms to categorize network traffic and effectively discern
potential attacks. The neural network improves the accuracy and reliability of detecting complex
threat models. Research helps to enhance cybersecurity by providing fast and accurate threat analysis
and response tools.

The uniqueness of the study is as follows:
Targeted application in the field of cybersecurity

The survey focuses on cybersecurity and is related to intrusion detection on the SIEM database,
anomaly detection, or similar areas. This emphasis is significant in the digital era, given the rising
importance of network security.

Comprehensive model comparison

It utilizes machine learning models such as logistic regression, K-nearest neighbors, the naive
Bayesian method, decision trees, random forest, and XGBoost and meticulously compares their
performance. Such a broad comparison is only sometimes standard in many projects focusing on more
than one or two models.

Detailed performance analysis

A detailed assessment of the model's performance using indicators such as accuracy, precision, recall,
ROC-AUC, and the importance of functions provides a deep understanding of the strengths and
weaknesses of each model.

Custom visualization methods

Custom graphs and visualizations for comparing model performance indicators are informative and
improve the interpretability of the results, which is crucial for stakeholders who may need to become
more familiar with the intricacies of machine learning.

Data preprocessing and function development

25



Eurasian Scientific and Methodological Journal “East-West” (2025) Ne 1(1) March

The work includes specific data preprocessing steps and developing crucial functions in machine
learning pipelines. How these steps are performed can significantly affect the model's performance.

Potential integration of best practices

The paper includes advanced techniques such as ensemble methods, hyperparameter tuning, or new
feature selection methods, further contributing to its uniqueness.

Practical implementation for accurate data

The paper is designed to work with accurate, dynamic cybersecurity data. Such practical applicability
adds significant value, especially in an area where data is constantly evolving.

Literature review

In cybersecurity, much literature has surfaced, highlighting the increasing importance of integrating
machine learning algorithms into security models. Yavanoglu O. (2017) underscores the significance
of utilizing real datasets in «Review on Cyber Security Datasets for Machine Learning Algorithms».
This review emphasizes the pivotal role that authentic datasets play in enhancing the efficacy of
security models.

Algahtani H. (2020) delves into the escalating challenges posed by cyber threats in an interconnected
world in the study titled «Cyber Intrusion Detection Using Machine Learning Classification». The
author employs various machine learning classification algorithms to address the complex landscape
of intrusion detection, providing insights into combating evolving cybersecurity issues. Handa A.
(2019) contributes to the discourse with their work, «Machine Learning in Cybersecurity: A
Comprehensive Review». Acknowledging the critical role of machine learning and deep learning
methodologies, they categorize and elaborate on different algorithms to facilitate a better
understanding and application of these techniques in cybersecurity. Dasgupta D. (2022) offers a
comprehensive survey in their work titled «Comprehensive Survey of Machine Learning in
Cybersecurity». Covering the basics of cyber attacks, defenses, commonly used ML algorithms, and
proposed ML and data mining schemes, their overview provides a holistic understanding of the
evolving landscape of cybersecurity. Buczak A.L. (2015) explicitly focuses on applying machine
learning and data mining techniques in cyber analytics in the work «Survey of ML and DM Methods
for Cyber Analytics». The survey explores utilizing these techniques to fortify intrusion detection
capabilities, contributing insights into the evolving field of cyber analytics. Natarajan J. (2020) work,
«Cyber-Secure Man-in-the-Middle Attack Intrusion Detection», hones in on network communication
security. The chapter addresses concerns related to cybersecurity network attacks, with a specific
emphasis on countering man-in-the-middle attacks using machine learning algorithms, contributing
to the ongoing efforts to secure network communications effectively.

Methodology

A. Intrusion Detection System. An intrusion detection system (IDS) is designed. It accomplishes this
by actively monitoring and analyzing the daily activities of computer systems, aiming to detect
security issues and threats, including denial-of-service (DoS) attacks [Saker L.H., 2020]. The
capability to identify various types of cyber-attacks and abnormalities in network behavior is
imperative for enhancing overall system security. Therefore, developing an efficient Intrusion
Detection System (IDS) is paramount in today's network security landscape.

Upon detecting suspicious behavior, an intrusion detection system (IDS) is activated to scrutinize
network traffic at the specific location and subsequently issue an alert. This application has recently
breached security policies or brought competitive activity to the network or system. The administrator
is notified of priority actions or violations, or a centralized security and event management (SIEM)
system will visit the site. In order to separate activity from false positives, the SIEM system gathers
data from various sources and applies filtering procedures.
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- Host-Based IDS (HIDS): Designed to defend an endpoint against both internal and external threats,
a host-based IDS is installed on a specific endpoint. Such an IDS can watch active processes, examine
system logs, and monitor network traffic to and from the device. Although the host machine is the
only context in which a host-based intrusion detection system (IDS) can be seen, it nevertheless has
extensive internal visibility into the host computer.

- Network-Based Intrusion Detection System (NIDS): A network-based IDS solution can observe an
entire protected network. It can see every bit of data going over the network and decides what to do
by looking at the contents and metadata of each packet. Though these systems lack internal visibility
into the endpoints they defend, their broader perspective gives additional context and the capacity to
detect widespread threats.

Detection Method of IDS:

- Signature-based Method: This particular intrusion detection system (IDS) discerns attacks by
scrutinizing distinctive patterns within network traffic, including characteristics such as the volume
of bytes, occurrences of 1s, or occurrences of 0s. Furthermore, it performs detection by analyzing the
known malicious instruction sequences of malware. Signatures representing identified patterns are
integral to intrusion detection systems (IDS). Signature-based IDSs promptly detect attacks with pre-
identified patterns (signatures). However, they face challenges recognizing novel malware attacks, as
their patterns (signatures) still need to be identified [Saranya T., 2020].

- Anomaly-based Method: Since new malware is created quickly, anomaly-based intrusion detection
systems (IDS) were developed to detect unknown malware attacks [Saranya T., 2020]. A trustworthy
activity model is created using machine learning in anomaly-based intrusion detection systems. Any
new information is compared to this model and deemed suspicious if it does not match it. Machine
learning-based techniques offer a universal feature set rather than signature-based IDS because their
models can be tailored to specific hardware and application configurations.

B. Dataset. The data set taken from the SIEM (Security Information and Event Management) system
contains 43 columns and 125971 rows. These results are intended to serve as a basis for future
research in cybersecurity. Table 1 demonstrates the features of the dataset.

The complete data set, including attack type labels and difficulty level, is presented in text (.txt)
format. The dataset possesses several advantages when compared to the original SIEM dataset:

The training set lacks redundant entries, preventing classifiers from exhibiting bias towards more
commonly appearing records. The proposed test sets are accessible from duplicates, ensuring that the
efficacy of learning algorithms remains unaffected by improved methods for identifying frequently
occurring records. Records are chosen from each difficulty level group in inverse proportion to their
representation in the original SIEM dataset percentage. This approach introduces a broader spectrum
of the classification efficacy of different machine learning methods. This approach enhances the
efficiency of evaluating different learning methods. The size of records in both the training and test
sets is judiciously determined, enabling experiments to be conducted on the entire data set without
resorting to random sampling of a smaller subset. This methodology ensures that the evaluation
results across different research papers remain consistent and comparable.

Table 1
Features of dataset
Ne Column Non-Null Dtype Ne Column Non-Null Dtype
Count Count

1 duration 125972 int64 23 | count 125972 int64
non-null non-null

2 protocol_type 125972 object 24 | srv_count 125972 int64
non-null non-null

3 service 125972 object 25 | serror_rate 125972 float64
non-null non-null
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4 flag 125972 object 26 | srv_setror rate 125972 float64
non-null non-null

5 src_bytes 125972 int64 27 | rerror_rate 125972 float64
non-null non-null

6 dst_bytes 125972 int64 28 | srv_rerror_rate 125972 float64
non-null non-null

7 land 125972 int64 29 | same_srv_rate 125972 float64
non-null non-null

8 wrong_fragment 125972 int64 30 | diff srv_rate 125972 float64
non-null non-null

9 urgent 125972 int64 31 | srv_diff host rate 125972 float64
non-null non-null

10 | hot 125972 int64 32 | dst host count 125972 int64
non-null non-null

11 | num_failed logins 125972 int64 33 | dst_host srv_count 125972 int64
non-null non-null

12 | logged in 125972 int64 34 | dst_host same srv_rate 125972 float64
non-null non-null

13 | num_compromised 125972 int64 35 | dst_host diff srv rate 125972 float64
non-null non-null

14 | root_shell 125972 int64 36 | dst_host same_src_port rate 125972 float64
non-null non-null

15 | su_attempted 125972 int64 37 | dst_host srv_diff host rate 125972 float64
non-null non-null

16 | num_root 125972 int64 38 | dst_host serror rate 125972 float64
non-null non-null

17 | num_file creations 125972 int64 39 | dst _host srv_serror_rate 125972 float64
non-null non-null

18 | num_shells 125972 int64 40 | dst_host rerror rate 125972 float64
non-null non-null

19 | num_access_files 125972 int64 41 | dst_host_srv_rerror rate 125972 float64
non-null non-null

20 | num_outbound cmds 125972 int64 42 | outcome 125972 object
non-null non-null

21 | is_host login 125972 int64 43 | level 125972 int64
non-null non-null

22 | is_guest login 125972 int64
non-null

dtypes: float64(15), int64(24), object (4)
memory usage: 41.3+ MB

C. Preprocessing the data. Data preprocessing involves transforming a specific dataset's values to
optimize the information acquisition and process. Typically, a significant disparity exists between the
maximum and minimum values within the dataset. Normalizing the data reduces the algorithmic
complexity associated with its processing [Larriva-Novo X., 2021]. Data preprocessing is a
fundamental step in the data analysis and machine learning process, wherein raw data is readied for
subsequent utilization. This stage includes various activities to clean, transform, and standardize data
to improve subsequent analysis or model training quality and efficiency.

D. Principal component analysis. Principal Component Analysis (PCA) is a statistical technique that
identifies the most impactful features for extracting maximal information from a dataset, facilitating
the transformation of high-dimensional data into a lower-dimensional representation [Sanober S.,
2022]. The features are chosen based on how much variance they produce in the result. The first
principal component is the feature that contributes the most variance. The second principal
component is the characteristic that accounts for the second-highest variance, and so on. It is
significant to note that there is no correlation between the principal components.

The use of PCA for dimensionality reduction has primary benefit:
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With fewer features, the algorithms' training times drop off dramatically. High-dimensional data
analysis is only sometimes feasible. For example, let us say a dataset contains 100 features. To
visualize the data, 100(100-1)2 = 4950 scatter plots would be needed. It is impossible to analyze data
in this manner.

E. Machine Learning Algorithms for Traffic Classification. The modeling process involves training
a machine learning algorithm to predict labels from features, refining it to meet business
requirements, and validating it using holdout data. The outcome of the modeling process is a trained
model suitable for inference and predicting outcomes for new data points. A machine learning model
is a trained file designed to identify and recognize specific patterns.

Training a model encompasses providing an algorithm to reason over and learn from a dataset.
Subsequently, the trained model can be utilized to reason over unfamiliar data and make predictions.
For instance, consider the scenario where there is a desire to develop an application capable of
discerning a user's emotions based on facial expressions. The model can be trained by supplying
images of faces, each associated with a particular emotion. Once trained, the model can be employed
in an application to recognize the emotions of any user.

Logistic Regression

This statistical model, the logit model, is frequently employed for classification and predictive
analytics. Logistic regression serves as a method for forecasting the outcomes of binary trials, where
events have two possible results [Das A., 2021]. The model calculates the probability of a particular
event, such as voting or not voting, by leveraging a dataset of independent variables. As the predicted
outcome is a probability, the dependent variable is constrained from 0 to 1. Logistic regression
involves applying a logit transformation to the odds, representing the probability of success divided
by the probability of failure. This transformation is called the log odds or the natural logarithm of
odds. The logistic function, represented by the following formulas (1), encapsulates this
transformation.

L ) 1
h-g[_f(’} = g{E?T:(’) = m.

_ 1
1+e2 (1)

9(2)

In the logistic regression equation, 'h' represents the dependent or response variable, and 'x' denotes
the independent variable. Within this model, the beta parameter, known as the coefficient, is typically
estimated using maximum likelihood estimation (MLE). This method involves testing various beta
values through multiple iterations to optimize the fit of log odds. These iterations generate the log-
likelihood function, and logistic regression aims to maximize this function to determine the most
accurate parameter estimate.

Once the optimal coefficient (or coefficients, in the case of multiple independent variables) is
identified, the model can calculate conditional probabilities for each observation. These probabilities
are then logged and aggregated to generate a predicted probability. In binary classification, a
probability less than 0.5 predicts 0, whereas a probability greater than 0 predicts 1. Following the
computation of the model, it is advisable to assess its predictive performance regarding the dependent
variable, a process known as goodness of fit.

Binary logistic regression:

In this methodology, the dependent variable is binary, indicating it possesses solely two potential
outcomes (for instance, 0 or 1). Prominent instances of its application involve forecasting whether an
email falls into the category of spam or determining the malignancy status of a tumor. This specific
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approach is widely utilized within logistic regression and, more broadly, stands out as one of the
prevailing classifiers for binary classification tasks.

Multinomial logistic regression:

In this variant of the logistic regression model, the dependent variable exhibits three or more potential
outcomes, yet these values lack a predetermined order. Consider, for instance, the scenario where movie
studios aim to anticipate the probable film genre a moviegoer might choose, enhancing their marketing
effectiveness. Employing a multinomial logistic regression model enables the studio to assess the impact of
factors like age, gender, and relationship status on individuals' film preferences. Consequently, the studio can
tailor advertising campaigns for specific movies to target groups that are more likely to show interest.

K-nearest neighbors

The k-nearest neighbors algorithm is a non-parametric, supervised learning classifier, alternatively
recognized as KNN or k-NN. It relies on proximity to formulate classifications or predictions of
categorizing a singular data point. Despite its applicability to regression or classification problems, it
is more commonly employed as a classification algorithm, grounded in the notion that comparable
data points tend to cluster nearby.

In order to ascertain the proximity of given query points to a designated query point, it becomes
imperative to calculate the distances between the query mentioned above point and the remaining
data points [Boateng E. Y., 2020]. Distance metrics are pivotal in delineating decision boundaries
and segregating query points into distinct regions. The visualization of decision boundaries is
frequently realized through the representation of Voronoi diagrams.

Euclidean distance

The KNN algorithm uses Euclidean distance metrics to locate the nearest neighbor [Boateng E. Y.,
2020]. The Euclidean distance is calculated using equation (2).

n

d= Z(xf_yt‘)z

i=1

2
Manhattan distance
The Manhattan distance is calculated using equation (3).
"
d= Z(xf pd i)

Naive Bayes

Naive Bayes classifiers encompass a set of classification algorithms grounded in Bayes' Theorem.
Rather than a singular algorithm, it constitutes a family of algorithms unified by a common principle.
The fundamental assumption underlying Naive Bayes is the independence of every pair of classified
features, a condition only sometimes met in real-world scenarios. Despite the inherent inaccuracy of
the independence assumption, it frequently yields effective results in practical applications.
Consequently, Naive Bayes is a foundational probabilistic technique that assesses the probability of
classifying or predicting the cyber-attack class within a provided dataset [Algahtani H., 2020].

Bayes’ Theorem

Bayes' Theorem is a mathematical principle employed to ascertain the probability of an event
transpiring, considering the probability associated with the occurrence of another previously
occurring event. Bayes' Theorem is expressed as the following equation (4):
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P(B|A) * P(A)

P(A|B) = ) @

Bayes' Theorem computes the probability of an event (A) occurring based on the probability of
another event (B) where P(B) # 0. In this context, A and B are events, with P(B) representing the
probability of event B, which serves as evidence. The objective is to determine the probability of
event A, given that event B is accurate. P(A) denotes the prior probability of A, r presenting the
likelihood of an event before evidence is observed. P(A|B) is A's posterior probability, indicating an
event's probability after considering evidence (event B).

Support Vector Machines

The Support Vector Machine (SVM) is a relatively simple supervised machine learning algorithm
utilized for classification and, to some extent, regression tasks. Although it is primarily applied in
classification, there are instances where it also proves beneficial for regression. SVM identifies a
hyperplane that acts as a boundary between different data types, typically appearing as a line in two-
dimensional space. In SVM, each data point in the dataset is represented in an N-dimensional space,
where N corresponds to the number of features or tributes in the data. The goal is to ascertain the
optimal hyperplane that separates the data [Cervantes J., 2020].

It is crucial to emphasize that SVM is inherently geared towards binary classification, indicating its
capability to make decisions between two classes. Nevertheless, when confronted with multi-class
problems, diverse strategies can be applied. In the SVM framework for multi-class see areas, the
strategy entails establishing a binary classifier for each class. The outcomes of each classifier yield
one of two possibilities:

- The data point belongs to that class OR;

- The data point does not belong to that class.

To illustrate, in a class of fruits, we can establish a binary classifier for each specific fruit, enabling
multi-class classification. For instance, a binary classifier dedicated to the 'mango' class is designed
to predict whether a given instance is a mango. The cla sifier with the highest score among all binary
classifiers is then selected as the output of the SVM for the multi-class classification. Regarding SVM
for complex (non-linearly separable) data, SVM naturally performs well without any adjustments for
linearly separable data. Linearly separable data refers to any dataset that can be graphically
represented and divided into classes using a straight line.

Kernelized SVM is employed for handling non-linearly separable data. When the data exhibits
nonlinear separability in one dimension, a transformation is applied to elevate it to two dimensions,
rendering it linearly separable in the transformed space. This transformation involves mapping each
one-dimensional data point to a corresponding two-dimensional ordered pair. Consequently, for any
non-linearly separable data in any dimension, it is feasible to map it to a higher dimension, thus
achieving near separability. This transformation is both compelling and universally applicable.

In the realm of Kernelized SVM, a kernel serves as a measure of similarity between data points. The
kernel function within a kernelized SVM offers insights into the likeness of two data points in the
original feature space, considering their relationship in the newly transformed feature space [Guo Y.,
2021]. Various kernel functions are available, but two have gained prominence:

- Radial Basis Function Kernel (RBF): This kernel computes the similarity between two locations in
the converted feature space using an exponentially fading function of the distance between the vectors
in the original input space. The RBF kernel is commonly used as the default kernel in SVM.

- Polynomial Kernel: The Polynomial kernel introduces an additional parameter, 'degree,’ which
governs the model's complexity and the computational cost of the transformation.

Decision Tree

The Decision Tree is a widely used and effective tool for classifying and predicting data [Charbuty
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B., 2021]. It is structured like a flowchart, with internal nodes representing attribute tests, branches
indicating test outcomes, and leaf nodes holding class labels.

Building a decision tree involves splitting the source set into subsets based on the test of attribute
values. This splitting occurs recursively on each derived subset, a method known as recursive
partitioning. The recursion continues until the subset at a node possesses the same target variable
value or further splitting ceases to enhance predictive value.

Decision trees categorize instances by traveling them down from the root to a specified leaf node
containing the instance's classification. The classification procedure begins at the root node, checking
the attribute supplied by that node before progressing along the tree branch corresponding to the
attribute's value. This step is repeated for the subtree rooted at the new node. In the provided figure,
the decision tree classifies a particular morning based on its suitability for playing tennis and returns
the classification associated with the specific leaf (in this case, Yes or No).

Random forest

The Random Forest is a supervised learning method, especially a classifier composed of decision
trees that act as an ensemble in the context of ensemble learning [Breiman L., 2001]. The "forest "
constructed by Random Forest is essentially an ensemble of decision trees, typically trained using the
"bagging" method. The core concept behind bagging is that combining multiple learning models
enhances overall performance. A noteworthy advantage of the random forest is its applicability to
classification and regression problems, which are prevalent in contemporary machine learning
systems. Additionally, it effectively mitigates overfitting issues often encountered in individual
decision trees.

XGBOOST Regressor

XGBoost (Extreme Gradient Boosting) Regressor is a machine learning algorithm to predict threat
level and regression tasks. It is an extension of the original XGBoost algorithm for classification
problems. XGBoost Regressor is particularly powerful and effective for predicting continuous
numerical values, making it well-suited for regression problems.

Artificial Neural Networks

Artificial Neural Networks (ANNs) constitute a category of machine learning methodologies that
form the foundation of deep learning paradigms. ANNs function as models for information
processing, drawing inspiration from the operational principles of biological nervous systems
observed in the human brain [Abiodun O. I., 2018]. Consisting of layers of nodes, artificial neural
networks comprise an input layer, one or more hidden layers, and an output layer. Each node,
representing an artificial neuron, is interconnected with other nodes, allocated distinctive weights,
and governed by a predetermined threshold.

Activation of a node occurs if the output exceeds the specified threshold value, leading to the
transmission of data to the subsequent layer in the network. Conversely, no data is forwarded to the
next network layer if the output falls below the threshold.

Neural networks employ training datasets to acquire knowledge and enhance precision through
iterative refinement processes. Once these learning algorithms are refined for accuracy, they become
potent tools in computer science and artificial intelligence, enabling swift classification and clustering
of data. Tasks such as speech or image recognition can be accomplished within minutes, a notable
improvement compared to the hours required for manual identification by human experts. Google's
search algorithm is one of the most renowned examples of a neural network.

Results and discussion

The section demonstrates the effectiveness of machine learning classification techniques for detecting
intrusions on both Train and Test data. Various popular classification techniques are analyzed,
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including Logistic Regression, K-nearest neighbors, Naive Bayes, Support Vector Machines,
Decision Tree, Random Forest, and Artificial Neural Networks, with a comparison of the
effectiveness of these popular classification techniques. Accuracy, precision, and recall are calculated
as defined above to assess the potentiality of models.

1. Accuracy: This is a general indicator of how often the model correctly classifies data. Values close
to 1, or 100%, indicate that the model accurately determines whether network traffic is normal or
abnormal (an attack).

2. Precision: This indicator reflects how accurately the model predicts positive classes. For example,
when the model predicts an attack, the accuracy shows how likely it is that it is indeed an attack.

3. Recall: This measures the model's ability to detect all real-world attacks. A high completeness
score indicates that the model can detect and not miss attacks.

The resulting graph (figure 1) is a histogram that visually compares each machine-learning model's
training and testing accuracy. This comparison is crucial for evaluating the performance and
generalization ability of models. A model that works well with training and testing data is generally
considered to have a good balance between bias and variance, indicating effective learning and
generalization.

Accuracy Comparison by Model
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Figure 1. Accuracy Comparison by Model

The resulting histogram (figure 2) visually represents how accurately each model correctly classifies
the res Its. Accuracy is an essential classification indicator, especially in cases where false positive
results are expensive. The location of each model next to each other makes it easy to compare the
difference in accuracy of each model during the training and testing stages. This can help identify
models that are potentially overfitting (high learning accuracy but significantly lower testing
accuracy) or those that maintain a consistent level of accuracy in both training and testing datasets.

The resulting histogram (figure 3) visually compares each machine-learning model's recall in training
and testing scenarios. This is the most critical indicator in classification tasks, especially when
skipping a positive instance (false negative) is expensive. This diagram helps assess models' ability
to identify positive examples correctly. The arrangement of the strips of each model next to each other
makes it easy to compare their performance during training and testing, which can help identify
models that may be overfitted or insufficiently adapted.
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Precision Comparison by Model
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Figure 2. Precision Comparison by Model
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The provided table (table 2) illustrates the model's effectiveness based on both Train and Test data
across Accuracy, Precision, and Recall metrics.

Table 2
Summary of the performance

Train Test Train Test Train Test

Accuracy | Accuracy | Precision | Precision | Recall Recall
Logistic Regression 0.881104 | 0.878111 | 0.837803 | 0.835406 | 0.922727 | 0.921501
K neighbors classifier 0.990524 | 0.989363 | 0.992251 | 0.990564 | 0.987313 | 0.986705
GaussianNB 0.918027 | 0.916055 | 0.926266 | 0.925325 | 0.894791 | 0.892963
Linear SVC (L Based Impl) | 0.963117 | 0.961103 | 0.952792 | 0.950270 | 0.968604 | 0.967652
Decision Tree Class 0.999940 | 0.998770 | 1.000000 | 0.998561 | 0.999872 | 0.998814
Random Forest Classifier 0.999940 | 0.998730 | 0.999872 | 0.999322 | 1.000000 | 0.997968
PCA Random Forest 0.999940 | 0.998254 | 0.999915 | 0.999151 | 0.999957 | 0.997121
Optimized Random Forest 0.992607 | 0.992181 | 0.999350 | 0.998883 | 0.984729 | 0.984419
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Based on the study's findings, the following may be concluded.

Random Forest and PCA Random Forest have proven very effective on all three metrics: training,
test data, and test data. This means that they classify traffic very accurately and reliably.

The Decision Tree model also showed promising results, indicating the model's reasonable ability to
distinguish between regular traffic and attacks.

Logistic regression, KNN classifier, Gaussian, and Linear SVC performed well, but their performance
is slightly lower than that of ensemble models (such as random forest).

Conclusion

As a result of the survey, an Intrusion Detection System was developed for detecting and preventing
cyber threats based on network traffic using data obtained from a Security Information and Event
Management (SIEM) system.

Various machine learning algorithms were employed for accurate traffic classification and the
identification of potential attacks:

1. Support Vector Machine (SVM): Chosen for effectively separating data into classes, especially in
complex multidimensional spaces. SVM is well-suited for classification and aids in threat detection.

2. K-Nearest Neighbors (KNN): Used for classification based on proximity to neighboring data
points. This allows the detection of anomalies in network traffic.

3. Decision Trees and Random Forest: Help identify critical factors and patterns in data leading to
threats. Random Forest enhances stability and prediction accuracy.

4. Gaussian Naive Bay s: Applied for classification using probability principles, practical n
uncertainty, and data variability cases.

5. XGBoost: Particularly useful for processing large volumes of data with good performance and
accuracy.

A neural network is applied to improve the accuracy and reliability in detecting complex threat
patterns. It is trained on data to identify intricate patterns and dependencies that may not be apparent
with traditional machine learning methods. Neural networks excel in handling large and complex
datasets, where they can uncover nonlinear relationships.

The work enhances cybersecurity by providing a fast and accurate means of analyzing and responding
to threats. In conclusion, the neural network and traditional mac ine learning models work together,
offering a multi-layered approach to data analysis and classification in cybersecurity.
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HNuaTerpnpoBanHasi cucreMa 0e30aCHOCTH KOMIIBIOTEPHBIX ceTeil: 00HApY:KeHNe BTOP:KeHN i Ha
ocHOBe SVM U NPOrHO3UpPOBaAHHE YTPO3 € HCNOJIb30BAHNEM AJITOPUTMOB MAILIMHHOI0 00y4eHUsI

* M C. Vmapbaesa, 'M.A.Myxanosa
'Hazap6aes Unmennexmyansnas wkona Xumuxo-6uono2uveckozo nanpasienus (Anmamot, Kazaxcman)

Annomayus

B cBsizu ¢ OBICTPBIM POCTOM HCHOJNB30BAHHUS KOMIIBIOTEPHBIX CETEd M 3HAYUTEIbHBIM PACHIMPEHUEM
CBSI3aHHBIX C HUMH ITPIIIOKEHUI BOIIPOCHI KHOEPOE30IacHOCTH CTAHOBATCS BCe 00Jiee aKTyalbHBIMH. B aTOM
JOKyMeHTe OyAeT MpeAcTaBieH 0030p pelleHHH pacTylIuX MpobjeM ceTeBoH 0e30MacHOCTH, 32 KOTOPHIM
nocienyeT pa3paboTKa MHCTPYMEHTa Uil OOHApYKECHUS M MPEIOTBPALICHUS KUOEpyrpo3 MyTeM aHain3a
JAHHBIX CETEBOTO TpaduKa U3 CUCTEMBI yrpaBieHus nHpopMmamnueld o 6e3onmacHocT U coObrTusiMu (SIEM).
Hcnonp3ys pa3nmudHble anropuTMbl MammHHOTO 00ydeHus, Birodas SVM, KNN, Decision Tree, Random
Forest, Gaussian Naive Bayes, XGBoost u HeipoHHBIC CETH, HCCIIEJOBaHHE OOECIICYMBACT TOYHYIO
K1accuukanuio Tpaduka M HACHTH(GUIHMPYET MOTeHIHMAJIbHBIC Yrpo3bl. HelpoHHass ceTh ITOBBIIIAET
TOYHOCTh OOHapYKEHHs CIOKHBIX Mojeneil yrpo3. VccienoBanne yHHKalbHO cOYeTaeT B cede IiereBoe
npUMeHeHHe B o0jacTu KuOepOe30macHOCTH, BCECTOPOHHEE CpaBHEHHE MOJEICH M MPaKTHYECKYIO
pcain3alio Ajid IMOJYYCHHS TOYHBIX AJAdHHBIX. PC3y.TII)TaTLI, MMPOACMOHCTPHUPOBAHHBIC C HCIIOJIb30BAHUEM
TUCTOTpaMM W TabmuI, aeMOHCTpUPYIOT 3ddextuBHOCTE Random Forest m PCA Random Forest,
MOJUEpKUBasg UX TOYHYIO Kiaccupukanuio Tpaduka. B 3axmouenue, mposeneHa oneHKa 3(h(EeKTHBHOCTH
Pa3IMYHBIX JKCIIEPHUMEHTOB Ha HaOOpe MJaHHBIX M0 KHOepOe30MacHOCTH, BKIIOYAIOIIETO HECKOIBKO
KaTeropuii kubeparak, a Takxke oreHka 3(h(HeKTHBHOCTH METPUK POU3BOJUTEIFHOCTH, TAKHX Kak Accuracy,
Precision n Recall. MHOroypoBHEBBIII MOAXOJN, OCHOBAHHBI Ha TOCIEIHUX TEHACHIHUSIX MAITMHHOTO
o0yueHust B o0acT kubepoe3onacHoCTH, obecrieunBaeT ObICTPBIM U TOUYHBIH aHAJIM3 YIPO3 H pearupoBaHue
Ha HHUX, TEM CaMbIM IOBBIIIASl HX YPOBEHb.

Kntouesvie cnosa: knbepOE30macHOCTh, MAIIMHHOE OOYYeHHe, AITOPUTMBI MAIIMHHOTO OOy4YeHus,
oOHapyXeHHe BTOPKEHUH, KOMIIbIOTEpHAsi 0€30MacHOCTh, TPOTHO3WPOBAaHHE KUOEpaTak.

KomnboTepJik skeijiepAin MHTerpanMsIaHFaH Kayincisaik xxyieci: SVM Herizingeri
HHTPY3HSIAPABI AaHBIKTAY JKoHe MAIIMHAJIBIK OKBITY AJITOPUTMAEPiH KOJIIAHY APKbLIbI
Kayinrepai 6oskay

* M C.Ymapbaesa, 'M.A.Myxanosa
! Xumus-6uonoeuanvix 6azuimmazul Hazapbaee 3uamxepnix mexkmebi (Anmamol, Kazaxcman)

Anoamna

Kommnproteprik xeninepai naiananyablH Te3 ocyiHe )KoHe OHBIMEH OailIaHBICThI KOCBHIMINIAIAPIBIH e9Yip
KeHeroiHe OalmaHBICTBl KHOepKayinci3aik macenenepi e3ekTi Oona tycyae. byn Kyxar ecim Kene *aTKaH
KENTIK KayllCi3aik MoceseNepiHiH MISHIMISPiHe IOy JKacaiibl, COJAaH KEHiH KayilCi3miK KoHe
okuranapasl Oackapy xyiecineH (SIEM) skeninmik Tpaduk JepekTepiH Tainay apKbUIBl KuOepkayinTepii
aHBIKTAY >KOHE aJJIbIH ally KypajblH 33ipiyieiini. ManHambIK OKBITYIBIH 9PTYPIl alrOpUTMAEPiH, COHBIH
immiage Random Forest, Gaussian Naive Bayes, XGBoost >xoHe HeHPOHIBIK >KeliiepAl naiganaHa OThIPBIIL,
3epTTey TpadUKTIH HAKTHI KIKTENYiH KAMTaMachl3 €Te/li oHE BIKTUMAN KayinTep/l aHbIKTaiabl. HelpoHIbIK
JKeNll KypHeni Kayinm YATiiepiH aHbIKTay AQJIITIH apTThIpaabl. 3epTrey KHOepKayilCi3miKTi MakcaTThl
KOJIZJAHY Ibl, MOJIENbCPAl JKaH-KaKThl CAIBICTBIPYABI XKOHE HAKTHI IEPEKTEPl ally YIIiH NPAaKTHUKAJIBIK iCKE
aceIpyiel Oipereit Typae Oipikripeni. ['mcTorpaMManap KoJigaHy apKbLibl KepceTiireH Hotmxeiaep Random
Forest ner PCA Random Forest TriMiniria kepcerei, oapslH TpadUKTIH HAKTHI XKIKTeTyiHe Oaca Hazap
aynapanabl. CoHplHAa, OipHeme kuOepmadybul caHaTTapbl O0ap KuOepKayilci3mik IepeKTep >KUBIHTHIFBIMEH
OPTYPJIi SKCIIEPUMEHTTEPIIH THIMIIIITI )KOHE OHIMILTIK, JAJIIK, €CKE TYCIpY KoHE JAIIIIK KOPCETKIIITePiHIH
THIMIUTITIH Oaranay. KuOepkayirnci3aik cajachlHAAarbl MaIlMHAIBIK OKBITYIBIH COHFbI TCHICHIUSIIapbIHA
HETI3[IeNITeH KoMl ICHIeWIl Tocll KayilTepAi KbUAaM KOHE 9Nl TanjayAbl KoHE oJlapra jkayam Oepyni
KaMTaMachl3 eTe[li, OChUIaiiia onapablH IeHICiiH apTThIPaIb.
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BACTAYBIII ChIHBIITIKA SCRATCH BAFJAPJIAMACHIH YHPETY

*'H.A.CAHCBI3FAH®, 'U.0.CAUDYPOBA
onketi Mapzynan amvinoazel [lagnooap nedazocuxanvik yHusepcumemi
(I1asnooap, Kazaxcman)
*nuraisansyzbai2 6(@gmail.com, saifurova_indira@teachers.ppu.edu.kz

Anoamna

Scratch OarmaprmamachlHBIH HETi3Ti MaKcaThl aTOPUTIMACYNI KBI3BIKTHIPEIN Oepy. Kazipri Tanma mudpisik
cayaTTBUTBIK ©T¢ MaHBI3/Ibl XKOHE KYH CalblH JaMblll Kesei. byl o3 TapanbiHaH anropuTMaeyAi, KOATaY Ibl,
JKaNmbl Oa3aiblK TYpPFbIA Kas3ipri 3amMaHra cail HU(QPIBIK cayaTTBUIBIKTBI epTe OybIHaH YHpeTin Oepyre
MYMKiHZAiIKTep Oepeni. barmapimmanpl wrepy apKbUIbl, OKYIIBIFa ajia OJaH Ja KUbIH OarmapiamMaliapIibl
urepyre Kakcol cepmin Oepeni. by makanaga Scratch OaFmapiaMachIHBIH JaFAbUIAPHI, apTHIKIIBUIBIKTApPbI
KepCeTiIreH, OaraapiaMaHbiH 0aCThI EPEKILENIre OHbIH JKapKbIH HHTEPQEiCci MEH KODKETIM/II MporpaMmMaay
Tiji OONFaHABIKTAH, OHBIMEH Kalail JKYMBIC JKacay Xailel aiiTeurrad. bynm Oarmapiamanbl He ceOenTeH
OacTaybllll CHIHBINTAH OKBITY JXKOHE YHPETiNyl jKaliibl aWThUIBINT KeTKeH. barmapiaMaHblH —OKYyIIbLIapFa
OepeTiH JaraplIapbl KOHE OJIApJbIH HMIepe anajiblH IedepiikTepi kepceTiuireH. OKylIbUIApAbIH Oy
OaFmapiamara KbI3bIFYIIBUIBIK TAHBITY YIIIH 9JIiCTEp MEH MBICAIJIAp KOPCETUITEH.

Tyuin coe30ep: WHTEPAKTUBTI, BHU3YyaIM3alUsl, UQPPIBIK CayaTThUIBIK, AHUMAIMS;, aIroput™, Scratch
Oarmapiamacsl.

Kipicne
Scratch - Oyn Gacrayblll MEKTEN OKYIIbUIApbIHA KU1 TaHBIC OOJATHIH BIHFaWiBl Oargapiama. On
Ma3MyH/Ibl OKy TOXKIPHOECIH KamMTamachl3 €Telll, ®©UTKEeH1 OJ1 TOKIPUOENIK >KOHE 3epTTeYIIUTIK

OKBITYFa IIAKBIPATHIH JKOHE KaHa OMBIHIAp/BI Kacall, OlHayFa epKiHIIK OepeTiH OWBIH OpTachIH
KaMTaMachl3 €TEl.

Scratch kemeriMeH OKBITY MpolLecTepl JOTHKANBIK OMJIay/Ibl JAMBITyFa, YJIKEH Macenenepl
KIIITIpiM  Macenenepre 0oy apKbpUIbl IIENIyre, Kajlllbl MOCEIeNepAlH JKalMbl IIemiMAepiH
aHBIKTayFa JKoHE MaiilananyFa )KoHe bIHTBIMAKTACThIKKA MYMKIH/IIK Oepesi.

Kana MeMIeKeTTIK *KaJllblFa MIHAETTI CTaHJAPTTap/IbIH EHT13UTyIMEeH kaHa OimiM Oepy >KyHeciHiH
MaHbI3[bl Kypamaac OeJiiri akmapaTThIK-OuUTiM Oepy opTachkl OOJBINT TaObLIAbI, OHBIH HETi31HJe
OPTYPIIi aKmapaTThIK pecypcTapra epKiH KOJI KETKI3y/ll KaMTaMachl3 €TeTiH 3aMaHayu aKMapaTThIK
TexXHoJIorusIap Katelp. Kasipri yakpITTa aKnapaTThIK-011iM Oepy opTachlH KypMail *KyMBIC kacay,
MYMKIiH €MecC aKMapaTThIK CayaTThUTBIKTHI KAIBIITACTHIPY CANACBIHIA FHUTBIMU 3€PTTEYIIEP JKYPri3y
epeKIle ©3eKTi 00BN Ta0bLIa 1bl, OJIAPAbIH OPBIHAATYHI IeJarOTUKaJIBIK MaKcaTTapFa KOJ XKeTKi3yre
Kenuiaik Oepyre okenenl. Kypbuiran axmapaTThIK-OuTiM Oepy oprTackl OacTaybllll ChIHBIIITapa
"aKnmapaTTBIK CayaTThUIBIK" TOHIH OKYJa, JEKTPOHABI pecypcTap — (akKyJIbTaTUBTIK cabaKTap/sl
OTKi3y/le, 9fICTEMENIK 31paemeriep — MeKTenTe OarnapiaManay TUTIH OKbITY 1, Oananap/ibl JaMbITy
YIIiH KOJJaHBUIATBIH OONajabl. aKmapaTTHIK-OimiM Oepy opTachkl OUTIM aTyIIBIHBIH JKeKe OachlH
JAMBITYy TPOILECIH/IE OKYFa JIET€H BIHTAChIH apTThipajbl. OKylIblIapFa aKnaparThl OeJIceH 1 131eyre
KOHE JKYMBICTHI ©3 OCTiHIIEe OpBIHAayFa KOMEKTECeIi, MXEeKEe TYJIFaHbl JAMBITYAbIH OpTYpIi
Ke3eHJIEPiH/e OKYFa JeTeH bIHbaChIHH apTThIp bl [Cabsipxanosa JI.II. xone 1.0., 2023].
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